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About NSudo

Features

* Distributed under the MIT License.

* Provide the x86, x86-64, ARM64 binaries.

® Support Windows Vista and later.

® Using VC-LTL and libkcrt from Chuyu Team for smaller binary size.

® Using C++17, but only use core language features in the most cases.
* NSudo Launcher

(o]

Launch programs with TrustedInstaller access token.

o

Launch programs with System access token.
© Launch programs with current user access token.
= Note: If the User Account Control has not been disabled, the privilege of this mode is
similar to the standard user.
© Launch programs with elevated current user access token.
= Note: The privilege of this mode is similar to the elevated user.
© Launch programs with current process access token.
= Note: The privilege of this mode is similar to the elevated user.
© Launch programs with current process access token with the LUA restriction.
= Note: The privilege of this mode is similar to the standard user. And the implementation is
similar to the iertutil.dll's from the Internet Explorer.
© Support launching programs with the specified privileges option.
= Note: "Enable All Privileges" and "Disable All Privileges".
© Support launching programs with the specified mandatory level (or integrity level) option.
= Note: "System", "High", "Medium" and "Low".
© Support launching programs with the specified process priority option.
= Note: "Idle", "BelowNormal", "Normal”, "AboveNormal”, "High" and "RealTime".
© Support launching programs with the specified window mode option.
= Note: "Show", "Hide", "Maximize" and "Minimize".
© Support waiting for the created process to end before exiting.
o Support launching programs with the specified current directory.
© Support launching programs with the current console window.
© Support shortcut list.
= Note: You can custom it via editing NSudo.json.
o Support multiple command line style.
© Support multi-languages.
= Note: Chinese Simplified, Chinese Traditional, English, French, German, Italian and Spanish.
© Full High DPI Support.
= Note: As good as the implementation from Windows Shell (conhost.exe), with the full Per-
Monitor DPI-Aware support under Windows 10 Build 10240 and later version and full
System DPI-Aware support under Windows Vista to Windows 8.1.
© Full accessibility support.
= Note: You can use NSudo Launcher with Windows Narrator smoothly.
© High performance.
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= Note: Because it don't need to create the windows service and the windows service
process.
© Provide C APIs and .Net Core bindings for developers.
® NSudo Devil Mode
o The most elegant solution for developers who want to bypass the file and registry access checks
for the process with the Administrator privilege.
© Hook APIs via the Microsoft Detours library for the maximum compatibility.
© The binary only depend on the exported named APIs from ntdll.dll.

System requirements

® Supported OS Version: Windows NT 6.0 or later
* Supported CPU Architecture: x86, x86-64(AMD64), ARM64

Prototype
NSudo Launcher is based on SuperCMD by Raymai97. Visit here for more information about SuperCMD.

NSudo Devil Mode is based on the Dism++ God Mode, with new features and several improvements.

Third-party projects which uses NSudo

* MSMG ToolKit
* Sledgehammer (WUMT Wrapper Script)

® Dism++

Third-party introduction

* HowToDoNinja: https://howtodoninja.com/how-to/nsudo-run-programs-with-full-admin-privileges-
windows/

* MajorGeeks: https://www.majorgeeks.com/files/details/nsudo.html

* softpedia.com: https://www.softpedia.com/get/Tweak/System-Tweak/NSudo.shtml

® TrishTech.com: https://www.trishtech.com/2018/11/nsudo-run-programs-with-full-privileges-in-
windows/

* Wilders Security Forums: https://www.wilderssecurity.com/threads/396818

Become the sponsor of NSudo
Patreon: https://www.patreon.com/MouriNaruto
Z & https://afdian.net/@MouriNaruto

¢ |f I have reached the "$1,000 per month" goal, | will release 2 major releases in a year.
* If I have reached the "$2,000 per month" goal, | will obtain an extended validation (EV) code signing
certificate and use it for signing the projects binaries.

Thanks for your support.

Kenji Mouri
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Support
Contact

¢ E-mail: Mouri_Naruto@Outlook.com

Community

* GitHub Issues
* My Digital Life
* QQ Group
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Usage
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Download NSudo
Binaries

® Current Release
e All Releases
¢ AppVeyor Cl

Source Code

* GitHub
* Gitee

NSudo Installer (Unofficial)

® Source Code
® Current Release

Chocolatey (Unofficial)
choco install nsudo
scoop (Unofficial)

scoop bucket add extras
scoop install nsudo

Third-party download site

* MajorGeeks
¢ softpedia.com

NSudo Launcher

Quick Start

Please go to the [CPU Architecture] folder and click NSudo.exe. Follow the prompts. For example, if you want
to use 64-bit NSudo on your Intel or AMD device, you need to go to the x64 folder and click NSudoG.exe

Command Line

Format: NSudoL [ Options and parameters ] Command line or ShortCut Command

Options:


https://github.com/M2Team/NSudo/releases/latest
https://github.com/M2Team/NSudo/releases
https://ci.appveyor.com/project/MouriNaruto/nsudo
https://github.com/M2Team/NSudo
https://gitee.com/M2-Team/NSudo
https://github.com/Thdub/NSudo_Installer
https://github.com/Thdub/NSudo_Installer/releases/latest
https://www.majorgeeks.com/files/details/nsudo.html
https://www.softpedia.com/get/Tweak/System-Tweak/NSudo.shtml
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-U:[ Option ] Create a process with specified user option.
Available options:
T TrustedInstaller
System
Current User
Current User (Elevated)
Current Process
Current Process (Drop right)
PS: This is a mandatory parameter.

O v mnNnwn

-P:[ Option ] Create a process with specified privilege option.
Available options:
E Enable All Privileges
D Disable All Privileges
PS: If you want to use the default privileges to create a process, please do
not include the "-P" parameter.

-M:[ Option ] Create a process with specified Integrity Level option.
Available options:

S System

H High

M Medium

L Low
PS: If you want to use the default Integrity Level to create a process, please
do not include the "-M" parameter.

-Priority:[ Option ] Create a process with specified process priority option.
Available options:

Idle

BelowNormal

Normal

AboveNormal

High

RealTime
PS: If you want to use the default Process Priority to create a process, please
do not include the "-Priority" parameter.

-ShowWindowMode:[ Option ] Create a process with specified window mode option.
Available options:

Show

Hide

Maximize

Minimize
PS: If you want to use the default window mode to create a process, please do
not include the "-ShowWindowMode" parameter.

-Wait Make NSudo Launcher wait for the created process to end before exiting.
PS: If you don't want to wait, please do not include the "-Wait" parameter.

-CurrentDirectory:[ DirectoryPath ] Set the current directory for the process.

PS: If you want to use the NSudo Launcher's current directory, please do not
include the "-CurrentDirectory" parameter.
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-UseCurrentConsole Create a process with the current console window.
PS: If you want to create a process with the new console window, please do not
-UseCurrentConsole" parameter.

include the
-Version Show version information of NSudo Launcher.
-? Show this content.
-H Show this content.

-Help Show this content.

Please use https://github.com/Thdub/NSudo_Installer for context menu management.

PS:
1. All NSudo Launcher command arguments is case-insensitive.
2. You can use the "/" or "--" override "-" and use the "=" override ":" in
the command line parameters. For example, "/U:T" and "-U=T" are

equivalent.
3. To ensure the best experience, NSudoLC does not support context menu.

Example:
If you want to run Command Prompt with TrustedInstaller, enable all
privileges and the default Integrity Level.
NSudoL -U:T -P:E cmd

Example: If you want to run Command Prompt with TrustedInstaller, enable all privileges and the default
Integrity Level:

NSudo -U:T -P:E cmd
Starting from NSudo 5.0.1708.16, the command line nested quotes is supported. For example:

NSudo -U:T cmd /c "dir "C:\Program Files" & pause"

Shortcut List

You can edit NSudo.json to custom the Shortcut list, here are the demo (NSudo.json in the NSudo.exe's
folder):

{
"ShortCutList V2": {
"Command Prompt": "cmd",
"PowerShell”: "powershell",
"PowerShell ISE": "powershell ise",
"Edit Hosts": "notepad %windir%\\System32\\Drivers\\etc\\hosts"
¥
¥

NSudo Devil Mode

7121



UserManual.md 2021/6/6

NSudo Devil Mode is a elegant solution for developers who want to bypass the file and registry access checks.
It hooks some file and registry Windows NT kernel system calls via Microsoft Detours, so developers only
need to load NSudoDM.dIl into their apps before enjoy it.

NSudo Devil Mode only needs Administrator privilege. So developers need to run their apps as Administrator
if they want to use it.

As the creator of NSudo project, | think NSudo Devil Mode may replace tools similar as NSudo in the most
cases. NSudo 8.0 will support run apps as NSudo Devil Mode, and Dism++ God Mode will be refactored with
NSudo Devil Mode. So NSudo will be more professional in the future because | don't want to make NSudo is
replaced by NSudo Devil Mode, lol.

Why | create the NSudo Devil Mode

NSudo Shared Library is hard for developers to integrate it because it expose a lot of details about Windows
security model and looks like a low level library. | don't think only providing NSudo Shared Library is good for
developers who want to bypass the file and registry access checks. So | have created the NSudo Devil Mode.

Origin of NSudo Devil Mode

NSudo Devil Mode is based on the Dism++ God Mode or call it "Dism++ &Fe3Mi{&" via Chinese. | have
refactored the implementations of Dism++ God Mode, add some new features and make its source code
available in NSudo's GitHub repository.

The list of hooked Windows NT kernel system calls

Name Origin

NtCreateKey Dism++ God Mode.

NtCreateKeyTransacted NSudo Devil Mode.

NtOpenKey Dism++ God Mode. Extended in NSudo Devil Mode.

NtOpenKeyTransacted NSudo Devil Mode.

NtOpenKeyEx Dism++ God Mode.

NtOpenKeyTransactedEx ~ NSudo Devil Mode.

NtCreateFile Dism++ God Mode.

NtOpenFile Dism++ God Mode.

How to use NSudo Devil Mode

You can enable it via LoadLibrary and disable it via FreeLibrary. Here is a demo code.
using System;
using System.IO;

using System.Runtime.InteropServices;

namespace Demo
8/21



UserManual.md 2021/6/6

{
class Program
{
[D11Import("kernel32.d11l", CharSet = CharSet.Unicode)]
static extern IntPtr LoadlLibrary(string lpLibFileName);
[D11lImport("kernel32.d11", SetLastError = true)]
[return: MarshalAs(UnmanagedType.Bool)]
static extern bool FreeLibrary(IntPtr hLibModule);
static void Main(string[] args)
{
IntPtr NSudoDevilModeModuleHandle = LoadLibrary(
@"E :\GitHub\M2Team\NSudo\Output\Release\x64\NSudoDevilMode.d11");
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WriteLine(File.FullName);
}
}
FreeLibrary(NSudoDevilModeModuleHandle);
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WriteLine(File.FullName);
}
}
Console.ReadKey();
}
}
}

NSudo EERINHI AN

[EA SeBackupPrivilege #1 SeRestorePrivilege ZRIIES, ERIREREELIES Y SCEMFRIDIRAIBHRIEA
XIRIAYIEIN, N2 ARERE

Bt —sa, P2 Windows R ATNERE £ T3 SYSTEM GHEMBHE, & Microsoft SXASHRZERT
1IEFH Windows HIMEES B ENRIE XS DFIEIEE, EER1RZ Windows R XBAMSEITIE SYSTEM ThE E
TSTFE, 33F Windows FAFPIERME, SYSTEM ThEEERS L LW, FRLLHERE S HEM, M T HIRAAR TR
PHRMFET 3R, PALUXTERM BT SYSTEM ShE_E T XM EM SR El R B S A XIEN + flE
SAFFIEMZFREIREY APl EAXTROET S B R IRAR X IGAEE
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KA T REREN6FRIRARD N RENARRIHEERNIFL, BBRETE Windows AppContainer F5&1TH)
KB, ATFEZE—TEIREIFIEHEE (A IDA 7347 ntoskrnl.exe, AAFEF F5 EEMAXEHEAILULT, HL
MBZHE T — MO ZMNZEZEEMT L), AISLETE AppContainer SMTITRIR 15% HIMERE (X R] LAk BAE
K26 SLItEFEE S MIMEAEaE), Windows AppContainer 2 Windows 8 FHAIREMAFER L2, TEHE
s N ARFN e 2R A & EH.

Windows BIAEBREMER T ARSI EMFR AN AP FESEEANINER, T2 bl TEESER
TEMERE TiXMA MFIANE L EH RBHE T A TIBMEZ. M NSudo FEFEIEIEIY Inline Hook X
Windows AR RGTEREHTIERL SBEREAMEXEIR, X2 NSudo SEEEREETEIFE SYSTEM HI{E
A TN S8 T ST S SR AR IR

Windows FAFPER ZFAEAEIENE ntdll.dll SEAIBIZEH Nt 3% Zw B9 AP, Windows FBFIER T HY APl 4%
P2RVFRIXERD LLEIS R BE M 2 E RIS A NIRRTl R IEE.

g, ENEREHFHHIESH LT XEEEA SeBackupPrivilege #l1 SeRestorePrivilege FIRHIR, FSfEAIII
IR, EEEMNBIXFA MIAUSBEABIIE, EA THXIEMESREEERM, XHE A2 Windows #8X5LH
FBEANRR,

=2 NSudo FEEARTU A TXHEAREENMERMTES&/IIRIRN, ¥ tHEMRE = QiZ —{DHRTHED
FREMEHI T RERIA, AEXNZEIAFHREXM T, 7 Hook B, 2RI HAILIZ L T XHIHHE, IEEE MR
WBHEIA (&R Microsoft XASH) FREAZRIITHE LX), (FEABXEIUEARER APl EHBIRE HEREE L
TXETHE, CEIATIEESETE NSudo BB EER NSudo EEEETNAYIRIED)

iR ELEIPIR, BR HEMTEE.
NSudo Shared Library

NSudoCreateProcess function

Creates a new process and its primary thread.

C/C++ prototype

EXTERN_C HRESULT WINAPI NSudoCreateProcess(
_In_ NSUDO_USER_MODE_TYPE UserModeType,
In_ NSUDO_PRIVILEGES_MODE_TYPE PrivilegesModeType,
In_ NSUDO_MANDATORY_LABEL_TYPE MandatorylLabelType,
In_ NSUDO_PROCESS_PRIORITY_CLASS_TYPE ProcessPriorityClassType,
In_ NSUDO SHOW WINDOW_MODE_TYPE ShowWindowModeType,
In_ DWORD WaitInterval,
In_ BOOL CreateNewConsole,
_In_ LPCWSTR CommandLine,
_In_opt_ LPCWSTR CurrentDirectory);

UserModeType parameter

A value from the NSUDO_USER_MODE_TYPE enumerated type that identifies the user mode.
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typedef enum class _NSUDO_USER_MODE_TYPE
{
DEFAULT,
TRUSTED_INSTALLER,
SYSTEM,
CURRENT_USER,
CURRENT_PROCESS,
CURRENT_PROCESS_DROP_RIGHT
} NSUDO_USER_MODE_TYPE, *PNSUDO USER_MODE_TYPE;

PrivilegesModeType parameter

A value from the NSUDO_PRIVILEGES_MODE_TYPE enumerated type that identifies the privileges mode.

typedef enum class _NSUDO_PRIVILEGES_MODE_TYPE
{
DEFAULT,
ENABLE_ALL_ PRIVILEGES,
DISABLE_ALL_PRIVILEGES
} NSUDO_PRIVILEGES_MODE_TYPE, *PNSUDO_PRIVILEGES_MODE_TYPE;

MandatoryLabelType parameter

A value from the NSUDO_MANDATORY_LABEL_TYPE enumerated type that identifies the mandatory label.

typedef enum class _NSUDO_MANDATORY_LABEL_TYPE
{
UNTRUSTED,
LOW,
MEDIUM,
MEDIUM_PLUS,
HIGH,
SYSTEM,
PROTECTED_PROCESS,
} NSUDO_MANDATORY_LABEL_TYPE, *PNSUDO_MANDATORY_ LABEL_ TYPE;

ProcessPriorityClassType parameter

A value from the NSUDO_PROCESS_PRIORITY_CLASS_TYPE enumerated type that identifies the process
priority class.

typedef enum class NSUDO PROCESS PRIORITY_ CLASS TYPE

{
IDLE,

BELOW_NORMAL,
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NORMAL ,
ABOVE_NORMAL ,
HIGH,
REALTIME,
} NSUDO_PROCESS_PRIORITY CLASS_TYPE, *PNSUDO_PROCESS PRIORITY CLASS_TYPE;

ShowWindowModeType parameter

A value from the NSUDO_SHOW_WINDOW_MODE_TYPE enumerated type that identifies the ShowWindow
mode.

typedef enum class _NSUDO_SHOW_WINDOW_MODE_TYPE

{
DEFAULT,

SHOW,
HIDE,
MAXIMIZE,
MINIMIZE,
} NSUDO_SHOW_WINDOW_MODE_TYPE, *PNSUDO_SHOW_WINDOW_MODE_TYPE;

Waitinterval parameter

The time-out interval for waiting the process, in milliseconds.

CreateNewConsole parameter

If this parameter is TRUE, the new process has a new console, instead of inheriting its parent's console (the
default).

CommandLine parameter

The command line to be executed. The maximum length of this string is 32K characters, the module name
portion of CommandLine is limited to MAX_PATH characters.

CurrentDirectory parameter

The full path to the current directory for the process. The string can also specify a UNC path. If this parameter
is nullptr, the new process will the same current drive and directory as the calling process. (This feature is
provided primarily for shells that need to start an application and specify its initial drive and working
directory.)

Return value
HRESULT. If the function succeeds, the return value is S_OK.

C# AP
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Load the M2.NSudo assembly to your project, you will know the usage.

Example

using System;

namespace M2.NSudo.Demo

{
class Program
{
static void Main(string[] args)
{
NSudoInstance instance = new NSudoInstance();
instance.CreateProcess(
NSUDO_USER_MODE_TYPE.TRUSTED_INSTALLER,
NSUDO_PRIVILEGES_MODE_TYPE.ENABLE_ALL_PRIVILEGES,
NSUDO_MANDATORY_LABEL_TYPE.SYSTEM,
NSUDO_PROCESS_PRIORITY_CLASS_TYPE.NORMAL,
NSUDO_SHOW_WINDOW_MODE_TYPE.DEFAULT,
9,
true,
"cmd",
null);
Console.ReadKey();
}
}
}

13721
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Release Notes

NSudo 8.2

® Add the Current User (Elevated) mode support. (Advised by xspeed1989.)
® Fix the blocking bug when using NSudo under Windows Service context. (Thanks to xspeed1989.)
* Improve several implementations.
* Fix the issue that the Ul is Chinese when NSudo is running under an unsupported language setting.
(Thanks to rlesch.)(#56)
* Update to the latest Mile.Cpp packages.
o Update Mile.Project to the latest Mile.Project.VisualStudio.
© Merge Mile.Windows.TrustedLibraryLoader and Mile.Platform.Windows to the latest Mile.Library.
© Update to the latest VC-LTL.
* Update Windows Template Library (WTL) to 10.0.10320 Release.
* Remove ARM32 support.
© Reason: https://forums.mydigitallife.net/threads/59268/page-28#post-1660432
* Make several improvements in the documentation.
o Improve the website. (Contributed by &K ER.)
© Improve the Gitee experience.
© Use GitHub Actions to deploy the website.
* Add German Language. (Contributed by Steve.)
* Remove some experiment implementations, including NSudo Sweeper.
¢ Add logging support.

NSudo 8.0 Update 1 (8.0.1)

* Update Italian translation. (Contributed by garf02.)

® Use VC-LTL NuGet package edition instead of standalone edition. (Thanks to mingkuang.)
* (Create NSudo Sweeper (experiment).

* Use Windows Template Library (WTL) to build the UL

* Improve the website. (Contributed by &K INER.)

® Reorganize the whole project.

¢ Add Mile, Mile.Project, MINT to the project for making NSudo more modularize.
* Improve the AppVeyor and GitHub Action Cl support. (Thanks to mingkuang.)

* Add build all targets script.

® Update VC-LTL to 4.1.1-Beta?.

* Fix the crash bug under the Windows 10 Build 21277. (Thanks to jgtoy.)

® Update to .NET 5.0 for NSudo .NET Wrapper.

® Add user manual.

NSudo 8.0

* Reduce the binary size.
© Use FILE instead of std:ifstream.
© Use new compiler options.
© Merge NSudo to NSudoG.
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© Optimize the icon resource.
© Use jsmn instead of JSON for Modern C++.
¢ Rename NSudo itself to NSudo Launcher. (NSudoLG.exe and NSudoLC.exe)
* Remove context menu support because you can use https://github.com/Thdub/NSudo_Installer for
better experience.
® Add Itlian Language. (Contributed by garf02.)
® Add Spanish Language. (Contributed by Miguel Obando.)
* Use the Semantic Versioning format.
* Improve several implementations and documents.
* Add implementations for developers.
© Add NSudo Shared Library with C/C++ and .Net interoperability support.
o Add NSudo Devil Mode (NSudoDM).
© Add Mouri Internal Library Essentials (Mile).
* Noticeable things about compiling this project.
© Update to Visual Studio 2019.
o Update to the newest Windows 10 SDK.
o Improve AppVeyor Cl and GitHub Actions Cl support. (Thanks to Margen67.)

NSudo 6.2.1812.31

* Add French translations. (Contributed by Thomas Dubreuil.)

® Use JSON for Modern C++ instead of RapidJSON to conform to C++17.
* Improve the GUI experience. (Thanks to Lenny.)

* Fix context menu bug. (Thanks to Thomas Dubreuil and BEZE.)

* Fix the command line parser bug. (Thanks to wzzw.)

® Add Traditional Chinese translations. (Contributed by Luo Yufan.)

NSudo 6.1.1811.18

* Merge NSudoC and NSudoG projects to NSudo project.
e Add VC-LTL 4.0 or later support for NSudo release configuration for ARM and ARM64 and drop the
earlier version of VC-LTL support. (Huge thanks to mingkuang.)
* Add the following options in the command line usage.
© CurrentDirectory (Suggested by testtest322.)
°© Help
o H
© Priority (Suggested by testtest322.)
© ShowWindowMode (Suggested by testtest322.)
© UseCurrentConsole
© Version
o Wait (Suggested by testtest322, wzzw and Domagoj Smolci¢)
® Remove some undocumented command line usage.
* Improve several implementations.
© Refactoring the command line parser.
© Introduce the new frontend of process creation.
© Using ATL to implement the main window.
© Fix the context menu bug. (Thanks to Thomas Dubreuil.)
¢ Update copyright of license.
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® Remove donation link in the documents.
NSudo 6.0.1804.5

* Fix a bug which can cause crash on Windows Vista and Server 2008. (Thanks to hydra79545.)

® Share source code with M2-Team UWP projects. (For more information, please read
"https://github.com/Project-Nagisa/Nagisa/blob/master/Changelog.md")

* Remove useless implementations.

* Improve the implementation for NSudoStartService function.

® Use RapidJSON instead of JSON for Modern C++ to reduce the binary size.

NSudo 6.0.1802.2 v2
* Fix always opens a command prompt window after click the run button. (Thanks to AeonX.)
NSudo 6.0.1802.2

* Fix several bugs and improve several implementations.
* Add two standalone executable files used in different situations.
© NSudoC.exe
® The pure command line version and subsystem setting is "Console".
= Work well in the console, but it has a black console window if you call it in the non-
Console processes.
= To ensure the best experience, NSudoC does not support context menu.
© NSudoG.exe
= The pure command line version and subsystem setting is "Windows"
® |t can run silently, without a black console window.
* NSudo will show the message via the M2MessageDialog instead of TaskDialog.
© Reasons
= NSudo can provide more detail infomation when error because of it have vertical scroll
bar.
= You can copy the content in the message dialog.
= Support using by the Windows Narrator, so you can use CapsLock+H to read the content
by the Windows Narrator.
= The font size is larger than the TaskDialog.
© Features of M2MessageDialog
= Fully support Per-Monitor DPI Aware in Windows 10 Build 10240 or later.
= Fully support Windows Narrator.
® You can use the vertical scroll bar and copy the content.
= The font size is larger than the TaskDialog.
= You can press Enter to close the message dialog.
© If you want to use the M2MessageDialog in your project, please download these files in
https://github.com/M2Team/NSudo/tree/master/NSudoSDK
= M2DPIScaling.cpp
= M2DPIScaling.h
= M2MessageDialog.cpp
= M2MessageDialog.h
= M2MessageDialogResource.h

16/21


https://github.com/Project-Nagisa/Nagisa/blob/master/Changelog.md
https://github.com/M2Team/NSudo/tree/master/NSudoSDK

UserManual.md 2021/6/6

= M2MessageDialogResource.rc
* Remove Traditional Chinese and Japanese translation because the translation is out of date and | don't
know how to use.
® Update JSON for Modern C++ to 3.0.1.
¢ Context Menu
©  Add multilingual descriptions.
© Add "Enable All Privileges" options for all item in the context menu.

Update the command line help and documents.
NSudo 6.0.1801.19

* Fix the NSudoDuplicateSessionToken function definition bug. (Thanks to mingkuang.)

* Fix bugs that cannot enable full privileges under the graphical interface. (Thanks to abbodi1406.)

* Fix bugs that cannot use static compile mode when using release configuration for x86 and x86-64
(AMD64) without VC-LTL.

NSudo 5.3.1801.11

* Fix a potential bug when NSudo obtaining the System Token. (Thanks to mingkuang.)
® Provide VC-LTL support for NSudo release configuration for x86 and x86-64 (AMD64). (Thanks to
mingkuang.)
o PS: Compiling NSudo with VC-LTL can reduce the NSudo's binary size.
* Maintaining documents.

NSudo 5.2 (5.2.1709.8 - 5.2.1710.26)

o EIBARD (EEET Bugs
o EEIFNAY, I@PNE Bk
o H0%T ARM # ARM64 FEEHIZHF (RS fcharlie)
o {ALARTITRET
o MINEHEREZSF
o {EF /Install 3% -Install SERINAHEIE (G HITSHX/ NEARERR)
o {#F /Uninstall % -Uninstall S8 IREHEEER (@RI TS 8 KN/ NS R

NSudo 5.1 (5.0.1708.9 - 5.1.1708.19)

o (EEHAMIEVHR NSudo EHIAMETSEAREZNH A (g LRI

* 5 NSudo T BMmHITHIRES THEEBNEKREERNR (Buff E—WE)

o EIRFAENT, IMEARRTE Windows Vista ZBIIRAZRSE EARE R NSudo EIFREIAIER (PS: NSudo BRAKEK
fKIH2 Windows Vista)

o UUHARDITRENT (Buft E—WE)

o EEFMEARBIFRIRIMRAN (X ERAT THUL) FIEMH SRR Ghig A L)

NSudo 5.0 (4.4.1705.28 - 5.0.1707.31)

o {ERFRHIIRERAIE ID F3/ERRERIE Server RAMIEIZR =G _EFEF NSudo ST ARIRERL ‘EEBRAH
BY|)RR (R%ist sebus)
o ISR AR SSERRIER
o P& VC-LTL (HH fcharlie 1Y), BRI T:
o BAATIHHIAR/IMENN 80KB, {EIFEAFIK/N\FE/)\ 57.6MB
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o JEARIEA/NGE/IVE, NSudo B ERFRE KIBIEF
o PV REMAEMFES
e {#F NSudoSDK TREAXE M2-SDK IiHE
o CSOHIRATE WL+
* JmiZdEA SDLIOE. REEmBFMIDERAEN C mFicEXf+
o PRI (BB fcharlie BRI
* gitignore SXFEFH(H fcharlie SCHY)
o STR{EA MSDN 34416 API SCHI NSudoAPLh BIA@E A TR
* 5 Nagisa IIEHA m2base.h
o EUBREMINELS, 1ZARA NSudo Rk T LU ZEL /W4 /WX 4RiF
© (4505 R5| AN AHEERCEIR(ER 4)
* NSudo BRIBFIRSFAZEM ini TR json HEFFIRAS
o HIZCIZRTAIEMERU N EFRE T
e 38 Windows XP 1243735 BAF] Per-Monitor DPI Aware V1 235 A BB
o TEBREMMANFREM GUID TE XA Per-Monitor DPI Aware V2 45
o (BB HRENGE EFESXFRER T en BT X AEL I 8Ya)R

NSudo 4.4.1705.19

* ERCEFHTHR M2-SDK

o ERCEHTAR VC-LTL

o {ECRERIFIEIN

o {HF git FARLRALE (-3 myfreeer ;‘EI).J)

* FACi& AppVeyor (H myfreeer HefitR %

o FHUAMER AppVeyor BERIE

o EE3T M2-SDK [ VC-LTL FARER

o THITHERATI main EIEEFD

o EEFR VC-LUTL FHIMNEFES (BZESR pull fix B VC-LTL)
* RASEHHBECTAZ Cl HmFRSIEH
o EIBFRRSRMBE

NSudo 4.3.1703.25

o 32 AIARAEUHRS SSE # SSE2 ET&EMKE (8 TRIETTEHNFRE)
e P& NTIShell, NSudo.AppContainer, MiniFM FIRE

* NSudoSDK Fe2# M2-SDK #1 M2.NSudo.h Z{%

o XTREMEEE

o FRFGBEEEES Windows FREFK (T B EIE)

o AR, L ERTE

o System THIEIACIZHEFBIRAIE ID S5 (RAMELIE R REeEAHFIRIE D)
o FRIBRNARAAR EMER cmd, FRRTEEATS AN AN EER)
o {fAt7E Ul Bt TE @Blanihd ASERRY) EEREE

o TGIT" IR AERAIREHLUR FHE RIS

* (ALZESEIRLURY AT

e EE Ul indi%BEIRIIERE

e B Ul BHN&/IMEIgEH

o (EEHTEHEUROHE Bug

o (BB T DITAEMN Bug
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128 Ul EFREY DPI 45525) R

FHIAfER Visual Studio 2017 4gi%

F8B% NSudo-GUI InH

RIBABEE M2-SDK F VC-LTL FIRZE, FEHRMM github Fef#

NSudo 4.2

SIA%T NSudoSDK API HEFJEH NSudoSDK API #HTE
RRALARES, LURA Windows API ERIREL

& EREAE A HIER FAlaZRRE

& SR AN A EEEIFEIE RANR B Rap BT A BN EER

ET ShellExecute BIZEARTETE, LIERRYT cmd.exe BYKESR

51 A NTIShell (#8245 F NSudo 1.0) EHIAR, #E39 NSudoSDK #)—Npl
B8 MiniFM BItR

NSudo 4.1

2o DITER-UD SEIEFFaNaR
BIFap51THY NSudoC FsRith (st NotePad)
TR (B8t NotePad)

NSudo 4.0

EEMRY, {2t NSudoSDK, ER BB S EREEMIE £

R1T IS/ BISRSENEZHE 140: NSudo /U:T /P:E cmd (B8t th1rSbvn23)
ZIFEIASEL BILL Trustedinstaller SREEFEEIIFEIT (Bt )
TERANPEEERDFIRNA host 4748

1210 NSudo #1 MiniFM BJ Per-Monitor DP| Aware 23

EA VC-LTL RIEEREFAFR (B4 mingkuang)

BEREHR (B8 20011010wo)

FREFHLIEESE (R4 kCaRhC £=, =< 5)

{88 TaskDialog Bt MessageBox

SR FHREFITEZE, FHEX TREIMAGSITE

& B3 S AR FERY )RR

1& B 1T — TBTE Bug

£8f% NSudo EFLFEBIZEARAE (NSIhEEB NG HITINSIS)
SHBRTEmZITIZE S (/Wall F1/WX TS EERER)

NSudo 2016.1

&8 TrustedInstaller Fio/TIEFRE A E RO (Bi§f abbodi1406)
2 8 RITRRATYREREAFD Ul $81R (B4 imadlatch)

EIRAES, $EA B

HAIEZRIR A NSudo FAITEER CRESEINRE)

ShortCut LIV EREINE

meEsxA4EEi/ NI E (B8 20011010wo)

NSudo 2016

XIFZIEE FEFASEP, B, =X, BX)
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anpITMEES
TSR EPEM; RES

NSudo 3.2 Fix1

HALAZRFZAE; W TR
SR TARAI B R — & —

NSudo 3.2

18 8 TR AT HA AR IR EMN eI

NSudo #1 NSudoC B2 {44t

180 NSudo.bat 51T AR SEERZRAIAERTEY NSudo hiRA
NSudoSDK t&/NE%& 2 (A NSudo SDK FF& /I T Ea] LASCIEA ST {4)
RiE AR A Visual Studio 2015 + Windows 10 SDK

NSudo 3.1 Debug

S Ul B9 ComboBox ABEFIA KIS FHY[a)fR

&8 RLER FAEEAMEER (BT AN Windows10 # Bug TSGR\ RS 17)
IBIIEIEMNSHEEN (RT cnd RIRBREERIN HUNSGEHEFZERP)
IBHIERBITHRA

t@nERSIREE N INEE

NSudo 3.0 R2

18 8 NBeFT A EAh i R K BASZ4HRY Bug
SDK BYSLIZ{4Fasudt: 18 h0#pragma comment(lib,"NSudoAPL.lib")

NSudo 3.0

IFIVEBRI AR (RISRILE— L AFEAR)

BT ERAARYR ENAZIFEEN KK 3.1 2hA)

DOAT BEININEE (MR, 25TRMEANE] UAC KRIENAT. HARRIBERNZRIKEL explorer Sh& FIEIETHRIE
%)

SRR SR EE N

FEHITTEEHN BRI T 2.x Hik)

RAEBMAL #EXFF NSudo 3.0 M1 3K&iix)

BNA NSudo SDK

R4 64 fiIiRA

SO T A RSNEPIER T WOW64 ETEMRYJ53E (NSudoCreateProcess)
WinPE #F (RIS AIER)

NSudo 2.1

ST B EhHEPIEE Token
X cmd BRI REREITIRE, it e LUk — L ARANER Bug
ALIZRAR S

NSudo 2.0
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KEBLERER C++ Win32 SDK &5 (2R M 692KB 4a/]\E 92KB)
FRAHFREAN PR B 15510
REGDITSEIRR

B T ER

NSudo 1.2
o ENFFE (HHE2IEEE SessionID [FER)
NSudo 1.1

e {EE SessionID [A)&R
o 32 fiIfll 64 UMRAESHA IBIEZRMEESI T T RN SIE R, 3 SysNative B (64 fiI Vista FHia
BWEEM) A 64 £ cmd)

NTIShell 1.0

o 1R4E raymaio7 MR BIRRFHIENIE—MARA
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